Module 1: Introduction and Number Theory

Symmetric Cipher Model
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Before beginning, we define some terms.

Av original message is kwoww as the plaintext, while the coded message is
called the ciphertext.

M:“ The process of converting from plaintext to ciphertext is known as
~ewnciphering or encryption;
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2/ restorivg the plaintext from the ciphertext is deciphering or decryptiow.
.

L4 ) The mawny schemes used for encryption constitute the area of study

~ kvowm as cryptrography. Such a scheme is known as a cryptographic

system or a cipher.
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\2 ) Techwiques used for deciphering a message without any kvowledge of the
encipherivng details fall into the area of cryptanalysis. Cryptavalysis is
what the laypersow calls “breaking +he code.”
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\ & ) The areas of cryptography and cryptanalysis together are called
cryptology,
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Simplified Model of Symmetric Encryption

Secret key shared by Secret hey shared by
sender and recipient sender und recipient
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Practical Wodel of Symmetric Encryption
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