Module 1: Introduction and Number Theory

Vulnerability, Threats and Control

A vulverability is a weakvess in the system, for example, in procedures,
desigw, or implementation, that might be exploited +o caunse loss or harm.
For iustance, a particular system may be vulwerable +o unanthorized data
manipulation becanse the system does ot verify a user’s identit+y before
allowivg data access.

A threat to a computing system is a set of circumstances that has +he
potential to cause loss or harm,

Cowntrols prevent threats from exercising vulnerabilities.
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Here, a wall is holding water back. The water to the left of
the
wall is a threat to the man on the right of the wall:

The water could rise, overflowing onto the man, or i+ could stay
beneath the height of the wall, causing the wall to collapse.

So the threat of harm is the potential for the man to get
wet, get hart, or be drowned. For now, the wall is intact, so
+he +hreat +o the maw is unrealized

However, we can see a small crack in the wall—a vulnerability
that +hreatews the man’s security. If +he water rises +o or
beyond the level of the crack, i+ will exploit +he vulwerabili+y
and harm +he man,




