Module 1: Introduction and Number Theory

Caesar Cipher and Playfair Cipher
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A substitution technidue is one in which the letters of plaintext are replaced by TP’I&H the algorithm can be expressed as follows. For each plaintext letter p, substitute the
other letters or by numbers or symbols, I +he plaintext is viewed as a sequence of ciphertext letter C

bits, then substitution invelves replacing plaintext bit patterns with ciphertext bit )
pattervs, C =E@3,p) =(p + 3)mod26

A shift may be of any amount, so that the general Cacsar algorithm is

1. (hesar  Cipher C = E(k.p) = (p + k) mod 26
: : . . . ) here k +akes value in the ra 1 te 25, The decrypti laorithim is simpl
The earliest known, and +he simplest, use of a substitution cipher was by Julins A R L D © SEHTHFTION AL0rEVR 5 S HIPHY
Caesar. The Caesar cipher involves replacing each letter of the alphabet with _ w .
the letter standing three places further down the alphabet. For example, p D (k‘ C) (C k) mod 26

DIWHD WRID SDUWH

plain: meet me after the toga party
cipher: PHHW PH DIWHU WKH WRJD SDUWRB

chwgt wgic retva
beaufs uphb ghsuz
a2 after toga party
zasdg snfz ozgsx
= ydrep rEeY NYDREW

xogbho geb gldx meogv

Note that the alphabet is wrapped around, so that the letter following Z is A. We can
define the transformation by listing all possibilities, as follows:

whpan [ pkow lwnpu

vaozm ojbv kvmot
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uenyl nby niau julns

If it is kmown that a given ciphertext is derived
plain: abcdefghijklmnopgrestuvwxyaz using a Caesar cipher, then a brute-force
; ) eryptanalysis is easily performed: simply +ry all +he
ciphez: DEFGHIJKLNNOPQRSTUVWIIZABC 25 possible keys. The image below shows the resukts
of applying this strategy +o the example ciphertext.
In this case, the plaintext leaps out as occupying the
+hird line,

i
[=

tymxk mhzt itkmr

r exlw) l=zw lgys hajlg
rwkvi kyv kfxr grikp
i uh Jews feahijao

bt puitg i idvp epgin
Let us assign a numerical equivalent to each letter: s othsf hvs hcuo dofhm
nsgre gbhtn cnegl

mr fgd fasm bmdfk

lgepc esp ezrl alcej

Three important characteristics of this problem
enabled us +o use a bruteforce cryptanalysis:

1. The encryption and decryption algorithms are
kvown,

2. There are owly 25 keys +o fry.

3. The language of +he plaintext is kvown and easily
recogmitable.

kpdob 4 dyghk zkbdi

jocna & expj yjach

inbez bwai xizhg

himaly awvnh whyaf
glzkx =Zr ZUMg VgxzIe

] Elkyjw 1] YE1Ef ufwyd

i ejxiv i xske tevzc
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Decrypt the following using Stawndard Caesar Cipher (Key - 3)

Decrypt the following ( Key not given, Brute Force)
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The Playfair algorithm is based on the use of a 5 * 5 matrix of letters Mnnqraln)a
constructed using a keyword.

M|O[N|A|R
C|/H|Y | B|D
S;F}EEJ";MQ'RE Peivs ﬁj. H2 Ploaintext Chargelers
L|PlQ|S|T TN ST R ME NT X

St Flow olgo. skeps Lok

corvect  the ?l&fnL&ﬁk— Pm'r:f: iy C{P\werjrtri'

In this case, the keyword is monarchy. The matrix is constructed by filling
in the letters of the keyword (minus duplicates) from left +o right and from olre

top to bottom, and thew filling in +the remainder of the matrix with the T

remaining letters in alphabetic order. The letters T and J count as ove letter, . )

Flaintext is enerypted +wo letters at a time, according to the following rules: E y ST= TL

ME > C L

1. Repeating plaintext letters that are in the same pair are separated with
a filler letter, such as x, so that balloon would be treated as ba Ix lo on. . s X _A_> % A

2. Two plaintext letters that fall in the same row of +he matrix are each

replaced by the letter +o the right, with the first element of +he row circularly ,
following the last. For example, ar is enerypted as BM, U‘j T j"e Pown e ’JGY“E“\

3. Two plaintext letters that fall in the same column are each replaced
by the letter beneath, with the top element of the column circularly

following the last. For example, mu is encrypted as CW, CT"—? & A "r | MZ__, C L R@L P ?:1

4. Otherwise, each plaintext letter in a pair is replaced by the letter that lies
in its own row and +the column occupied by the other plaintext letter. Thus, hs
becomes BT and ea becomes ITW (or IM, as the encipherer wishes).
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