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History

Blowfish is an encryption technique designed
by Bruce Schneier in 1993 as an alternative to DES
Encryption Technigue.

It is significantly faster than DES and provides a
good encryption rate with no effective cryptanalysis
technigue found to date.

It is one of the first, secure block cyphers not
subject to any patents and hence freely available
for anyone to use. It is symmetric block cipher
algorithm.

The name "Blowfish" is not related to the fish but
rather comes from the fact that Schneier named
many of his early encryption algorithms after fish.
The specific choice of "Blowfish" was likely
Influenced by the fact that it sounded interesting and
distinctive.



https://www.geeksforgeeks.org/data-encryption-standard-des-set-1/
https://www.geeksforgeeks.org/data-encryption-standard-des-set-1/
https://www.geeksforgeeks.org/introduction-to-crypto-terminologies/
https://www.geeksforgeeks.org/introduction-to-crypto-terminologies/
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KEY FEATURES

4. Feistel Network Structure: Blowfish employs a Feistel
network structure in which data is divided into two
halves, subjected to a series of rounds of operations, and
then recombined. This structure allows for efficient
encryption and decryption processes.

1. Symmetric-Key Algorithm: Blowfish uses the same
key for both encryption and decryption processes,
making it a symmetric-key algorithm. This means that
the party encrypting the data and the party decrypting
it must possess the same secret key.

5. F-Function: The F-function is a core component of the
Blowfish algorithm. It involves a combination of XOR
(exclusive OR), substitution, and permutation operations,
which contribute to the algorithm’s strength and security.

2. Block Cipher: Blowfish operates on fixed-size blocks
of data. The standard block size is 64 bits, but it can
work with smaller blocks as well. If the input data is

not a multiple of the block size, padding is typically

applied to the data before encryption.

6. Key Expansion: Before the actual encryption process,
Blowfish generates a series of subkeys based on the
provided key. These subkeys are used during the
encryption and decryption rounds to introduce
- complexity and security.

. Variable-Length Key: One of the unique features of
Blowfish is its ability to accept variable-length
encryption keys, making it adaptable to different 7. Complexity and Security: Blowfish is designed to be
security requirements. The key length can range from = highly secure against various cryptographic attacks. The
32 to 448 bits, and it's expanded during encryption to complex F-function and key expansion process make it

’ generate a series of subkeys. resistant to brute force and differential cryptanalysis.
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How does The Blowfish Algorithm
work?

Step 1. Key Generation and Subkey Creation

« 18 subkeys{P[0]...P[17]} are needed in both encryption as well as decryption process and the same
subkeys are used for both the processes.

* These 18 subkeys are stored in a P-array with each array element being a 32-bit entry.

« [tisinitialized with the digits of pi(?).

* The hexadecimal representation of each of the subkeys is given by:

32-bit hexadecimal representation of
initial values of sub-keys

: 243f6a88 P[9] : 38d01377
: 85a308d3 P[10] : beb466ct
: 13198a2e P11 : 34e90cbc

|

]
: 03707344 P[12] : c0ac29b7?
: a40983822 P[13] : c97c50dd
: 299£31d0 P[14] : 3£f84d5b5
: 082e£faf8 P[15] : b5470917
: ecdebc89 P[16] : 9216d5d9
: 452821e6 P[17] : 8979fblb
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How does The Blowfish Algorithm

work?

Step 2: Initialise Substitution Boxes:

« 4 Substitution boxes (S-boxes) are
needed{S[0]..S[4]} in both encryption as
well as decryption process with each S-
box having 256 entries{S][i][0]...S[i][255]}
where each entry is 32-bit.

* [t is initialized with the digits of pi after
initializing the P-array.

Source:
https://github.com/Ray/84/Blowfish-S-
boxes

S-box 1

d1318bab
24al19947
edas745T
c5dibg23
d71577cl
55ca3igba
2ba%9c55d
3bBf4898
efB45d5d
2e8b4482
6a5lald2
alfiesid
epot75da
37ded724
e3Te581a
e8fbefaf
bee3daa4d
5579cebd
3c75ledf
9e5c57bb
695b27b8
9a5h3ed4 79
ef28cada

desedlde

AfadSead

eSabccof
l165fta2e6
ebcdafec
2464369b
83260376
deafts73t
beb36521

g8dfb5ac
b3916ct7
728ebb58
2B6RESTE
bd314b27
2aablebe
741831fe6
6b4abboaf
ed8575bl
adg42a04
d8s42fes
Igafelre
Bocl2a73
deeal24s8
be794c3b
3eb6c53b5
de3d3dafd
laGce328a
fdelebls
cabfBcad
bbcaS58c8
bef84565
IeT74cel
aftc725eB
688fc31c
bsef74e8
85957785
7b3eE0aB
foesbale
6295cfag9
bc9bceed
e7bofabé

2ffd72db
@801f2e2
718bcd5a
cadl7al1s
78at2fda
b4ccS5c34
ce5c3elb
c4bfe8lb
dc262382
69c8feda
960fa728
6bCcab93e
481a449f
dbéfead3
976cedbd
1339b2eb
6eaT2E807
dealelce
2f50lecsd
1la87562e
elffa3sd
d28e49bc
de7edefe
8e3csb2f
dicffiol
18acf3de
93cci314a
dea411bd3
5563911d
1181968
2b60ad76
ff34as2e

deladfb7
858efcle
82154aee
badb38ef
55685c68
1141e8ce
ob&7931e
66282193
eb651bEE
9elfobse
ab5133a3
82430288
Seclbaab
49f1c@ob
B84c@B6ba
3b52ecet
192e4bb3
A@XCT2TH
ad@552ab
df1769db
bgf@ellae
4bfbo790
2bf11fba
Be7524h7
b3aB8clad
ce89%e299
211a1477
aelefedq
codfacaa
deF3d4adl
8leb 7488
Cc5855664

b8elated
636928da
7b54a41d
8e79dcbB
eb552513
alS486af
atdeba33
61d8e9cc
23893e81
21ce6842
6eef@bbc
dceedbl9
4ed3laab2
B75372c9
cla94fbe
6dfcs11f
cBcbaB857
679ft25fe
323db5ta
ds42as8f6
1afta3idos
elddf2da
95dbdadd
affee2fb
2f2f2218
baad4fed
ebad2865
Aa25pe2d
FBC14389
b3472dca
e8baetbs
53be2dsd

bal2eiedb
F1574e69
c25a59b5
603alaee
aa55abg4
JCc72e993
6c24cfS5c
fh21a991
d396accs
feed6c9a
137a3besd
456fatba
33T 7RG
80991b7b

fblfa3cc
fd238768
287effc3
fd2183b8
adcb7e33
ae9e3198
f2122baa
be®el777
fdl3edb7
77b5tasge
2071b35e
d95a537f
7bl4a9%4a
571be9lf
ag99f8fal

ba7c98945
ad458feal
Sc3eds539
6c9ede8b
574809862
b3eel41l
Fai25s381
487cacha
efedeff3
a/acScel
ba3ibfese
7d84a5c3
1bfedf72
25d479d8
5e5cBec2
ccdlasa4
d28b5F3o
Bea5eofs
53317b48
acb732ch
Aafcb56c
62fb1341
eaadBe71
BEBEbE12
ea752dfe
7cc43bB1
c75442F5
226E08bkh
207d5ba2
1b5S18a52
t296ec6b
BEbad 7o

fil2c7foo
f4933d7e
2at26013
baleda3e
63es81448
636Tbc2a
28958677
Sdecd3a32
83f44230
abd388fe
7efb2a%98
3b8bSebe
A20ba23d
feeB8def7
196a2463
af5sebd@o
bod3fbdb
db3222f8
3e@®adfs2
Bcafss73
2dd1d35b
ceedcbed
6b%3d5a8
gpadfealc
gb821fal
d2ada8d9
fbod3s5ct
57b8edat
82e5b9cs
9a532915
2a8ddols
beB5aTba



https://github.com/Ray784/Blowfish-S-boxes
https://github.com/Ray784/Blowfish-S-boxes

How does The Blowfish Algorithm
work?
Step 3: Encryption:

Once the subkeys are generated, the algorithm proceeds :
with the encryption of the data block. The data block is ,
divided into two 32 bit halves, L (left) and R (right). A :
series of rounds (typically 16) are performed on these ;
halves to ensure strong encryption. @
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Feistel Network Rounds:

The algorithm employs a Feistel network structure, which
involves applying a series of operations to the L and R
Z{
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halves in each round. These operations include XO
(exclusive OR) with the current subkey, applying the
function to R, and swapping L and R.




How does The Blowfish Algorithm

work?
Step 3: Encryption: Flow-diagram of each
round R;
F function Operation:
32bit - Xg 32bit - Xg
* The current subkey Pi is XORed with L.
 The F function takes the 32 bit output of the |
XOR operation and applies several steps ety
F )
| J
32bit - X 32bit - Xy




How does The Blowfish Algorithm
WOrk? Flow-diagram of

function "F"

Step 3: Encryption:

8-bit X, | 8-bit Xz | 8-bit X, | 8-bit Xp

F function Operation: ' | | |

S-box 1 S-box 2 S-box 3 S-box 4

« L is divided into four 8 bit quarters. Each quarter is
used to index a specific S box, and the resulting
values are combined.

32-bits

XOor

 Here the function “add” is addition modulo 2232

add

Permutation The results from the S boxes are
combined and transformed using the P array. l

32-bit output




How does The Blowfish Algorithm
work?

Step 4: Post Processing: The output after the 16 rounds is processed as shown below:

Flow-diagram of post-
processing step

64=-bit output from lb-rounds

32-bit X 32-bit Xg
32-bit P[18] [P S7a 32-bit P[17]
32-bit X, 32-bit Xg

gd-bit cipherText




Decryption Side

Similar to encryption, rounds involve applying operations to L and R, but this time in reverse
order using the corresponding subkey.

1.F function Operation (Decryption) The F function is applied in reverse, with the subkey XOR
and S box steps inverted. This reverse operation successfully decrypts the data block.

2.Final Round (Decryption) After all decryption rounds, the decrypted L and R halves are
combined to obtain the original data block.




Conclusion

* The Blowfish algorithm’s security lies not only in its use of the Feistel network structure and the F function but
also in its intricate subkey generation process. By meticulously expanding the original key into a series of subkeys
and performing numerous rounds of operations, Blowfish ensures that the encrypted data remains secure and
resistant to various attacks.

* Blowfish is considered secure and has not been "cracked" in the sense of a practical cryptanalysis attack that
would compromise its security significantly. However, it's essential to note that Blowfish is an aging algorithm, and
its successor, Twofish, was designed by the same author, Bruce Schneier, to provide a higher security margin.

 While Blowfish remains unbroken, it's recommended to use more modern encryption algorithms like Advanced
Encryption Standard (AES) for new applications due to their widespread adoption, extensive analysis, and ongoing
support. AES has become the industry standard for symmetric-key encryption and is considered highly secure.

e Keep in mind that the security of any cryptographic algorithm can be affected by advances in technology,
computing power, and new cryptographic attacks. Therefore, it's essential to stay informed about the latest
developments and consider using algorithms that are widely recognized and recommended by the cryptographic
community.



Thanks!

Do you have any questions?
c.sridhar89@gmail.com
www.iamsridhariyer.com

youtube: @sridhariyer



mailto:.sridhar89@gmail.com
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